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THE EFFECT OF E-COMMERCE WEB SITE SECURITY ON PURCHASE INTENTION

Adnan Veysel ERTEMEL1, Mustafa Emre CİVELEK2
Abstract
This study investigates the effect of website security, as a key dimension of e-service quality, on purchase
intention, perceived value and brand loyalty in business-to-consumer (B2C) e-commerce context. Hypotheses were
developed based on previous literature. Afterwards, an empirical research was conducted with the data collected
from 464 e-commerce customer to verify the hypotheses. Structured equation modeling was used to test the
hypotheses. Having analyzed the results, it is found out that website security in e-commerce affects customer
purchase intention directly. Furthermore, website security indirectly affects purchase intention through brand
loyalty and perceived value. The study has important managerial implications stressing the importance of customer
perception regarding security level of B2C e-commerce web sites.
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E-TİCARET WEB SİTELERİNDE WEB SİTESİ GÜVENLİĞİNİN SATINALMA NİYETİ
ÜZERİNDEKİ ETKİSİ
Özet
Bu çalışmada B2C e-ticaret web sitelerinde, e-hizmet kalitesi boyutlarından web sitesi güvenliğinin satınalma
niyeti, algılanan değer ve marka sadakati üzerine etkisi incelenmiştir. Konuyla ilgili literatür ortaya konduktan
sonar hipotez geliştirmesi yapılmıştır. Ardından 464 e-ticaret müşterisi üzerinde amprik bir araştırma
gerçekleştirilmiştir. Yapısal eşitlik modeliyle hipotezler sınanmıştır. Çalışma sonunda B2C e-ticaret markalarında
websitesi güvenliğinin satınalma niyetini doğrudan etkilediği bulunmuştur. Ayrıca, websitesi güvenliğinin
satınalma niyetini dolaylı yoldan, algılanan değer ve marka sadakati üzerinden de etkilediği saptanmıştır. Bu
çalışma müşterilerin web sitesinin güvenliği ile ilgili algılarının önemi vurgulayan yönetimsel sonuçlar ortaya
çıkarmıştır.
Anahtar Kelimeler: E-Ticaret, Web Sitesi Güvenliği, Satınalma Niyeti, Algılanan Değer, Marka Sadakati
Jel Kodları: M31, L81, M15

1. Introduction
Today, Usage of e-commerce is increasing at a global scale. Starting from developed countries, adoption rate of
e-commerce medium is such that it’s expected to be the default way of conducting business in the upcoming years.
E-commerce can be defined as conducting business transactions of all kinds by exploiting the Internet. Proactive
businesses view e-commerce as a strategic weapon which extends their consumer reach tremendously by removing
borders worldwide, enable 7/24 trading capability, enrich interactions between multiple parties (both B2B and
B2C), bypass unnecessary intermediaries thereby reducing transaction costs. Furthermore, online medium enable
businesses to integrate online communications into their businesses processes leading to entirely business
processes exploiting the interactivity and automation of the Internet.
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Researches have been studying e-commerce in various aspects. However, only a few studies have attempted to
address e-service quality dimensions and their effect on customer perceived value and brand loyalty (Yang et. al
2005, Jiang et. al 2015).
Based on mainly adopted quality dimensions in service sectors (Parasuraman 1985; Parasuraman 1988a;
Parasuraman 1988b), various scholars developed different dimensions of e-service quality. Most widely accepted
e-service quality scales include have specific items in common (i.e. website security, efficiency, accessibility, ease
of use, visual appeal, customer service, reliability) (Zeithaml et al., 2000; Jiang et al., 2016; Johnston et al., 1990;
Wolfinbarger et al, 2002; Ranganathan, 2002). Among those common dimensions, this study specifically focuses
on website security of B2C e-commerce websites and analyzes its effect on perceived value and brand loyalty.
Furthermore, this study attempts to link these variables to the actual customer behavior, namely, purchase
intention. More specifically, this study analyzes the effect of website security found in B2C e-commerce websites
on purchase intention directly, and indirectly through brand loyalty and perceived value. In conceptual
background, e-service quality, website security, customer perceived value, brand loyalty and purchase intention
concepts are discussed. Afterwards, research model and methodology are introduced. Finally, results of the
research are analyzed and discussed. With regard to previous studies, the most outstanding difference of this study
is that the constructs included in the conceptual model of this research have not been analyzed before in such a
hybrid structure. The performance of a B2C enterprise is imperatively depended on actual behavior which is
represented by purchase intention. With its hybrid structure, this model, therefore, is important and unique due to
its potential to better explain purchase intention.

2. Conceptual Background
2.1. Defining Service Quality in E-Commerce
According to Kuo (2003), e-commerce service quality is defined as customers’ overall assessment of the quality
of web sites. Santos (2003) define it as the evaluations of the experience of the e-service in terms of quality and
excellence of the e-service delivery in online medium. Service quality concept has its roots on Parasuraman’s well
known SERVQUAL scale (Parasuraman, 1985; 1988) . Many other scholars developed similar scales that attempt
to measure service quality in e-commerce context. Among those studies, many of them, including the scales
developed by Johnston et al. (1990), Wolfinbarger et al (2002), Liu et al. (2000), Yoo et al. (2001), Law et al.,
(2000) and Ranganathan, (2002) have website security as one of the crucial dimensions in service quality.
Similarly, Zeithaml et al. (2000) mention security as one of the key constructs in e-service quality.

2.1.1. Website security
Website security is a major obstacle in online transactions. Udo (2001) pinpoints security concern as one of the
main reasons why web visitors prefer not to make online purchases. Therefore, e-commerce brands have to assure
their customers that they can safely share their sensitive information like credit card details without worrying about
third parties’ interference.
Zeithaml et al. (2000) define website security as the degree to which the customer believes the site is safe from
intrusion and personal information is protected. Likewise, Dong et al. (2004) mention that security vulnerabilities
may lead to major risks and bring in difficulties in growth of e-commerce website. According to Turban et al.
(2006), website security phenomenon encompasses confidentiality, integrity, authentication, and nonrepudiation
(assurance that someone cannot deny authenticity of their signature) in online transactions.
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In order to remedy lack of trust in online medium, e-commerce brands apply authenticated security policies like
encryption or digital certificates. (Glass, 1998).
Wolfinbarger et al. (2003) state that website security represents a B2C e-commerce web sites’ security of payment
(i.e. credit cards) and how they manage privacy of shared information about the customers. Krishnamurthy (2001)
pointed out that e-commerce websites should also be certified by 3rd party assurance to improve their security
perception.

2.2. Perceived Value
Perceived value concept refers to customers’ assessment of fairness with regard to what they get and what they
pay (monetary cost effort given etc.) (Bolton et al., 1999; Oliver et al., 1988). Perceived value is closely related
with equity theory (Oliver et al., 1988). Equity theory, focuses on customers’ overall assessment of the risks and
rewards when interacting with a brand or its product. E-commerce is a typical area where equity theory is especially
relevant and important. For e-commerce brands to maintain long term relationships with their customers, they have
to convince them that they are treated equitably. That is, customers should feel convinced that they receive what
they deserved in the ongoing exchanges with the brand (Oliver et al., 1988). Yang et al. (2004) also stress the
critical importance of increasing perceived value for increasing customer loyalty.

2.3. Brand Loyalty
Brand loyalty concept implies customers’ commitment level in their relationship with the brands. This
commitment could be demonstrated by repeated purchases, biases in favor of the brand or just inner attitudes about
the brand (Odin et. all, 2001). Brand loyalty could also take effect with someone’s tendency to recommend the
brand to his acquaintances (Boulding et al. 1993). As a consequence, brand loyalty deserves special attention in ecommerce brands’ brand-building efforts.

2.4. Purchase Intention
E-commerce brands should ultimately link their efforts to purchase behavior in order to attain business profitability
and hence become sustainable. Theory of planned behavior argues that behavioral intention is the key to predicting
customer purchase behavior (Ajzen 1991). Lin (2006) also states that purchase intention could be used to represent
actual purchase behavior. Therefore, in this study, purchase intention is used to predict actual behavior.

3. Research Model and Hypotheses Development
3.1. The Relationship between Website Security and Perceived Value
Zeithaml et al. (2000) point out that, among other e-service quality dimensions like reliability, ease of use,
efficiency and customization, website security/privacy is a key dimension of e-service quality that affects
perceived value, which in turn influences purchase intention. According to the results of these studies it can be
suggested that website security exert positive effect on perceived value in B2C e-commerce. Thus, in the light of
the existing literature, following hypothesis was developed:
H1: Web Site Security has a positive effect on Perceived Value.

3.2. The Relationship between Perceived Value and Brand Loyalty
Previous literature has shown perceived value as a major precedent to customer loyalty (Agustin et al., 2005).
Parasuraman et al. (2000) and Chen et al.
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(2003) have documented increased perceived value as a predictor of customer patronage. Oliver et al. (1988) argue
that high perceived value leads to increased brand loyalty and less inclination to switch to another brand.
Thus, in the light of the existing literature, following hypothesis was developed:
H2: Perceived Value has a positive effect on Brand Loyalty.

3.3. The Relationship between Brand Loyalty and Purchase Intention
Wang et al. (2006) and Kamariah et al. (2005) have shown that increased brand loyalty increases the likelihood of
purchase intention. Therefore, in e-commerce context, we can conclude that highly loyal customers also have a
steady purchase intention to buy products from the brand.
Thus, in the light of the existing literature, following hypothesis was developed:
H3: Brand Loyalty has a positive effect on Purchase Intention.

3.4. The Relationship between Web Site Security and Purchase Intention
Zeithaml et al. (2000) and Schlosser et al. (2006) argue that, among other factors, website security is a crucial
factor that influences online purchase intention. Further, Palmer et al. (2000) indicate that an e-commerce website
impression that conveys a good website security leads to confidence in that e-commerce brand. Conversely, Hui
et al. (2007) mention that perception of risk related to security issues like loss of consumers’ shared information
is a big barrier to adoption of e-commerce, highlighting the importance of website security. In different studies,
Ranganathan et al. (2002), Yousafzai et al. (2003) and Kim et al. (2008) point out the positive influence of website
security in e-commerce on purchase intention.
Thus, in the light of the existing literature, following hypothesis was developed:
H4: Website Security has a positive effect on Purchase Intention.
The conceptual model of the research is shown in Figure 1. In the conceptual model there are four hypotheses.
These hypotheses try to explain effect of web site security on the purchase intention.

Figure 1. Conceptual Research Model

4. Research Methodology
Quantitative data collected by means of a questionnaire which used five-point ordinal Likert scale ranging from
strongly disagree to strongly agree. The measures used in the survey adopted from the literature. Firstly, the
reliability and validity of the measures were determined. Subsequently, structural equation modeling method was
used to test the hypotheses of conceptual research model.
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Structural equation modeling is a multi-variable statistical method. This method was chosen to explain direct and
indirect relationships among the constructs in a single model (Civelek, 2018). This method is taking measurement
errors into consideration (Byrne, 2010). Therefore it is superior to multiple regression analysis. SPSS and AMOS
statistics programs were used for analyses.

4.1. Measures and Sampling
Scale adopted from Jiang et al. (2016) was used to measure website security (3 items), brand loyalty (6 items) and
perceived value (5 items) (Jiang, Jun, Yang, 2016). And scale adopted from Chen et al. (2003) was used to measure
purchase intention (3 items) (Chen, Teng, 2013). More than 500 distributed, 464 valid questionnaires were
gathered from eight prominent cities throughout Turkey in 2018. 240 of the respondents are male and 224 are
female. Population of this research consists of Turkish e-Commerce web site users.

4.2. Construct Validity and Reliability
The confirmatory factor analysis (CFA) was performed for 16 items remaining after the exploratory factor analysis
(EFA). EFA was performed for data purification. CFA was conducted to determine convergent validity of the
constructs (Anderson & Gerbing, 1988). CFA model fit indices have adequate fit: χ2/DF =2.015, CFI=0.943,
IFI=0.943, RMSEA= 0.066. χ2 is The Likelihood Ratio Chi-Square Test. The analysis shows the conformity of
the initial model and the acquired model. A χ2/DF ratio is under the threshold level of 3 (Bagozzi & Yi, 1990) and
shows good fit. Furthermore, other ﬁt indices (χ2/DF =2.015, CFI=0.943, IFI=0.943, RMSEA= 0.066.) exceeded
their recommended thresholds and show good fit.
Table 1. Confirmatory Factor Analysis Results

Variables

Wsc0226
Web
Site
Wsc0125
Security
Wsc0327
Pva0434
Pva0535
Perceived
Value

Pva0333
Pva0131
Pva0232
Bly0641
Bly0136

Brand
Loyalty

Bly0439
Bly0237
Bly0338

Purchase
Intention

I feel the risk associated with online transactions is low

Standard.
Factor
Loads
0.765

Unstand.
Factor
Loads
1

I feel secure in providing sensitive information for online transactions.

0.742

0.855

I feel safe in my online transactions.
Comparing what I pay to what I get, I think the company provided me
with good value.
Comparing what I pay to what I might get from other competitive
companies, I think the company provides me with good value.
Compared to alternative companies, the company provides more free
services
Compared to alternative companies, the company offers attractive
product costs.
Compared to alternative companies, the company charges me fairly for
similar products/services
I intend to do more business with the present company.

0.811
0.681

0.973
1

0.717

1.040

0.534

0.900

0.530

0.801

0.677

1.048

0.579
0.827

1
1.537

0.632

0.227

0.867

0.517

0.722

1.426

0.733

1

0.841
0.843

1.107
1.101

Items

Pin0142

Pin0344
Pin0243
p<0.05 for all items

I say positive things about the company to other people.
I would post positive messages about the company on some Internet
message board.
I would recommend the company to those who seek my advice about such
matters.
I would encourage friends and relatives to use the company.
I am positive towards buying the products on the website
I think it is a good idea to buy products at the website
The thought of buying products from the website is appealing to me
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CFA results are shown in Table 1. The standardized factor loads of each item are larger than 0.5 and significant.
These results determine the convergent validity of the scales. In order to determine the discriminant validity, the
square roots of average variance extracted (AVE) values were calculated and compared with correlation values of
the constructs in the same column. In Table 2, the diagonals indicate the square root of AVE value of each variable.
And as shown in Table 2, the square roots of AVE values are beyond the correlation values in each column (Byrne,
2010). Reliability of each construct was also calculated. Composite reliability and Cronbach α values were
calculated separately. These values are beyond the threshold level (i.e. 0.7) (Fornell & Larcker, 1981). Pearson
correlation coefficients, composite reliabilities, average variance extracted values, Cronbach α values, means and
standard deviations of the constructs are shown in Table 2.
Table 2. Construct Descriptives, Correlation and Reliability
Variables
1.Web Site Security
2.Perceived Value
3.Brand Loyalty
4.Purchase Intention
Composite reliability
Average variance ext.
Cronbach α
Mean
Standard Deviation

1
(0.773)
0.449*
0.274*
0.381*
0.817
0.598
0.813
3.50
0.83

2

3

4

(0.632)
0.521*
0.414*
0.767
0.400
0.785
3.74
0.65

(0.733)
0.590*
0.851
0.538
0.846
3.82
0.74

(0.807)
0.848
0.652
0.844
3.98
0.75

*p < 0.01
Note: Diagonals show the square root of AVEs.

4.3. Test of Hypotheses
Covariance based structural equation modelling (CB-SEM) was used to analyze the structural model. Maximum
likelihood was preferred as estimation method to estimate the coefficients. The absolute and relative goodness-ofﬁt indices of the model were calculated. The absolute goodness of ﬁt indices are the root mean square error of
approximation (RMSEA) and the χ2 goodness of ﬁt statistic. The relative goodness of ﬁt indices are the
comparative ﬁt index (CFI) and the incremental ﬁt index (IFI).

Table 3. Hypotheses Test Results
Relationships
Web Site Security → Perceived Value
Perceived Value → Brand Loyalty
Brand Loyalty → Purchase Intention
Web Site Security → Purchase Intention

Standardized
Coefficients
0.531*
0.689*
0.560*
0.257*

Unstandardized
Coefficients
0.450*
0.602*
0.715*
0.243*

*p < 0.05
As shown in Figure 2, structural model fit indices resulted as adequate fit. χ2/DF value is 1.987 and within
threshold levels (i.e. between 0 and 2). CFI and IFI are 0.943 and 0.944 respectively. RMSEA is 0.065. The
results indicated that the model has adequate fit (Civelek, 2018). As shown in Table 3, H 1, H2, H3 and H4 are
supported. These results of the tests indicate a positive and significant relationship between web site security and
perceived value, between perceived value and brand loyalty and between brand loyalty and purchase intention and
between web site security and purchase intention.
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Note: χ2/DF = 1.987, CFI = 0.943, IFI = 0.944, RMSEA= 0.065

Figure 2. Results of SEM Analysis

5. Conclusion
E-commerce is perceived to be a less trusted medium due to its nature. Therefore, security issues are more crucial
and critical for e-commerce brands’ brand-building activities. Sense of security is being prevalent eventually
among the online shop customers. This research contributes to the existing e-commerce literature by investigating
the relationship of website security, as an important dimension of e-service quality, with perceived value, brand
loyalty and actual purchase behavior.
Several hypotheses were developed and suggested to investigate the direct and indirect relationships among the
stated concepts. Having conducted the questionnaire with 464 participants, structured equation modeling technique
was used to test the hypotheses. The analysis results showed that website security has direct effect on purchase
intention. Additionally it indirectly affect purchase intention through perceived value and brand loyalty. One of
the significant findings of this research is the effect of website security on perceived value. This construct is one
of the antedescents of purchase intention.
In light of these findings, we can state that e-commerce brands should consider website security as a crucial factor
both for stimulating more purchases and building their brands in the form of higher perceived value and increased
brand loyalty. Hence, e-commerce brands should invest in whatever is necessary to reduce perceived risks.
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As an example, e-commerce websites might assure consumers that their personal information and credit
information will be kept secure by providing a privacy policy on the web or presenting a third party security seal.
Due to its hybrid structure, this model can guide B2C web site managers to develop holistic strategies to sustain
in the long-run. The most prominent limitation of this research is small sample size comparing to size of the
population. Therefore, future studies can be recommended to be conducted in bigger samples.
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